How to install a web site security certificate

HOMELESS COALITION
OF POLK COUNTY

1820 South Florida Avenue
Lakeland, FL 33803

Phone: (863) 687-8386
Fax: (863) 802-1436

To: ServicePoint Users

From: Michael Watkins
HMIS Systems Administrator
Homeless Coalition of Polk County

On June 15, 2011 we implemented a new web site certificate for our
HMIS Reports web site.

Now, when you log into hmis.hcpcfl.org you may see;

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not conti to this websit
@ Click here to dose this webpage.
@ Continue to this website (not recommended).

@ More information

Click on the @‘ Continue to this website (not recommended).

In Internet Explorer will see;

,(:"HMIS Reports - Windows Internet Explorer

G@ L4 IE‘ https:/hmis.hepefl.orgfindex.asp LI|@C&MEI‘I’W *2 X

Click on |'&! Certficste Error_| 4 the Untrusted Certificate message
appears.

a Untrusted Certificate

The security cerificate presented by this
website was notissued by a trusted
certificate authority.

This problem might indicate an attempt to
fool you or intercept any data you send to
the server.

Ve recommend that you close this
webpage.

About cerificate errors

View certificates

Click on View cedificates

In the next window
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General | petails | Certification Path |

=£%4 Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: hmis.hcpcfl.org

Issued by: hmis.hcpefl.org

valid from 6/15/2011 to 6/22/2011

nstall Certificate...éi Issuer. Statement |

Install Certificate... |

Click

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next.
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Certificate Import Wizard Ji x|
Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
" Automatically select the certificate store based on the type of certificate
(% Place all certfficates in the Following store
Certificate store:

[ ==

Trusted Root Certification Authorities

Select

And click

Certificate Import Wizard |

Certificate Store
Certificate stores are system areas where certificates are kept.

Click (¢ Place all certificates in the following store

Then click (E

Next,
Select Certificate Store 2| x|
Select the certificate store you want to use,
{_] Personal -

I Trusted Root Certification Authorities
{_] Enterprise Trust

(] Intermediate Certification Authorities
{1 Trusted Publishers

(70 Lintnisted Certificates 2
«| | »

[~ show physical stores

Windows can automatically select a certificate store, or you can specify a location for
(" Automatically select the certificate store based on the type of certificate

+ Place all certificates in the Following store
Certificate store:

| Trusted Root Certification Authorities
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Certificate Import Wizard x|

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import

wizard,

You have specified the Following settings:
Certificate Store Selected by User Trusted Root Certific.
Content Certificate
< I 1|

Security Warning 1'

'j You are about to install a certificate from a certification authority (CA) claiming to represent:
=2 hmis.hepefl.org

Windows cannot validate that the certificate is actually from “hmis.hcpefl.org”. You should confirm its origin by contacting “hmis.hcpcfl.org®, The
following number will assist you in this process:

Thumbprint (shal): ESE3AD84 90B44DF2 2A9FBSEC S52A5627F ACD4EELS

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this risk.

Do you want to install this certificate?

] No |
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20

General | petails | Certification Path |

E O i
= Certificate Information
—

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: hmis.hcpefl.org

Issued by: hmis.hcpcfl.org

valid from 6/15/2011 to 6/22/2011

Close all open Internet Explorer windows.
Re-open Internet Explorer.
Goto hmis.hcpcfl.org and login.

You will now see a gold lock

ﬁHMIS Reports - Windows Internet Explorer
@Tj A4 Iﬂ https://hmis.hepefl.orgfindex. asp Ll 5 . +y

Instead of the red one that you saw earlier.

C'HMIS Reports - Windows Internet Explorer
@_\’\ @ IQ https: j/hmis.hcpefl.orgfindex.asp LI'!."' Certificate Error |~ +# X

<< End >>.
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